Department of
Education

Vendor/Supplier - Security and Privacy Risk Assessment

Application / Solution: SimplyPrint
Vendor name: SimplyPrint ApS
Description: 3D printer cloud management software
Report date: 7/10/2025 Questionnaire submission date: [2/10/2025
Intended users: Staff and students Licensing model: Annual subscription
Data sensitivity rating: Confidential Consent to share results: * Yes
Risk Rating:

i Consent
Consent Rating: . . . .

Data is stored offshore and contains personal information.

*Vendors were asked if they were willing to share the assessment data and results with other educational jurisdictions in Australia

Information Types Stored/Managed by Solution

Staff/teacher name X Student email address X Student biometric data
Staff/teacher email address X Student date of birth Student geolocation data
Staff/teacher personal information Student work/content Student grades or performance data
School Name X Student attendance records Student other data
Staff/teacher other data X Student behavioural records Parent name
Student name X Student photos or videos Parent contact information
Student home address Student gender Parent financial data

Student telephone number X Student medical or health data Parent other data

Risk Area & Recommendations

Area: Governance Rating: Amber
The Supplier maintains some aspects of security governance over the operations of the service provided to DOE, but there are noted
gaps against security best practice specifically around published policies, standards and embedded practices and processes.

Questions that contributed to this rating include:

- ComM11 CISO or CSO Shared responsibility
- COM13 Security related policies and standards Moderate Compliance
- SOL2 Data stored outside Australia Yes
- SEC3 Security assessment results available to customers Not provided
Area: Supply Chain Risk Management Rating: Yellow

Supply chain risk is mostly well-managed with some minor exceptions noted relating to how 3rd parties handle or store information
or provide support services to the Supplier.
Questions that contributed to this rating include:

- SoL1 Hosting solution architecture Public Cloud

- SoL7 Usage of third-party software code 3rd party commercial

Access & Authorisation
The supplier demonstrates a sufficient level of compliance within this category area.




Data Security
The supplier demonstrates a sufficient level of compliance within this category area.

Security Monitoring & Incident Mgmt Rating:
The supplier demonstrates a sufficient level of compliance within this category area.

Area: Privacy Rating: Green
The supplier demonstrates a sufficient level of compliance within this category area.

Area: Solution Maturity Rating: Green
The supplier demonstrates a sufficient level of compliance within this category area.

Area: Legal & Contractual Rating: Green
The supplier demonstrates a sufficient level of compliance within this category area.

Vendors may be invited to be re-assessed based on a number of factors, including time since original assessment,

updates to the Department of Education WA standards, updates to the vendor product/service and/or occurrence of a
breach or security incident.

Vendors must not claim or imply that this report is an endorsement, recommendation, or approval of the
product/service or a guarantee that the service is fit for purpose.




