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This document explains how SimplyPrint handles security.

Key points;
- Full SSL protection
- Website protected by Cloudflare
- Safe & reliant GDPR-compliant server hosting
- Credit card info handled by Stripe
- SimplyPrint servers & database hosted in the European Union (Frankfurt)
- Bank grade encryption on sensitive data in database
- We use the Zero Trust model
- Raspberry Pi’s & Wi-Fi; security behind it

Our pledge
At SimplyPrint, nothing is more important than taking good care of your data - to have our
customers’ data in our hands, is not a responsibility we take lightly.
Since the very beginning of our company’s journey, we’ve had leading cybersecurity experts
making sure we’re doing the best we can to keep your data safe.
We pledge to always put our users first, remain fully GDPR-compliant as well as go the extra
mile for you and your data.

Website
The SimplyPrint platform is web-based, meaning it’s hosted as a website that can be
accessed by everyone.
Our website is served from the SimplyPrint servers, hosted in Frankfurt, Germany by
DigitalOcean - more on that in the “Servers” section as well as in the “GDPR” section.
For the SimplyPrint domain to be accessible by everyone on the internet, DNS records must
be set up. These DNS records are handled by Cloudflare, one of the biggest on the market
for internet security. Every single request to the SimplyPrint websites goes through
Cloudflare, meaning no user is ever in direct contact with our server - Cloudflare acts as a
middle-man. This protects us from various attacks and allows us to instantly block most
attempts of harm to our domains. This also means the IP address of our servers aren’t public
for anyone to find. We keep our IP’s very private, as they are required to get access to our
servers. Cloudflare is fully GDPR-compliant, read more about their GDPR compliance here;
https://www.cloudflare.com/gdpr/introduction/.

1/5

https://stripe.com/
https://cloudflare.com/
https://www.cloudflare.com/gdpr/introduction/


Furthermore, our domains are fully secured by SSL certificates, encrypting the data shared
between the user’s browser and our servers. This secures login credentials and personally
identifiable information such as name and email.

Credit cards
All credit card based actions are handled by the external company Stripe. SimplyPrint does
not handle or store any credit card information on our servers or in our databases. Stripe
was chosen due to their focus on security, and being one of the biggest payment handlers
on the market, we felt our user’s info was secure with them. Stripe has been audited by a
PCI-certified auditor and is certified to PCI Service Provider Level 1. Read more about
Stripe’s security here; https://stripe.com/docs/security/stripe and their handling of GDPR
here; https://stripe.com/en-dk/privacy-center/legal.

Servers
SimplyPrint goes by the “Zero Trust” security model, meaning that no one is trusted by
default from inside or outside the network, and verification is required from everyone trying to
gain access to resources on the network.

SimplyPrint has a number of servers, all hosted with the global server provider,
DigitalOcean. DigitalOcean is, among many other certifications, AICPA SOC 2 Type II
certified - more on their certificates here.
All our servers are locked behind the maximum amount of security. As none of our IP
addresses are exposed, this is the first layer of security. On top of this, we make sure our
login credentials are secure, and require an SSH key to log in to our servers. Furthermore,
our servers can only be accessed from an approved IP address.
Additionally, the server that can access sensitive client information and our database, is kept
safe by Cloudflare Access.
DigitalOcean is fully GDPR-compliant, more about their GDPR policies here;
https://www.digitalocean.com/legal/gdpr/ and their “Trust FAQ”, answering questions about
DigitalOcean’s own security.

Databases
All long-term information that SimplyPrint stores about its customers, are stored in a secure
MySQL database. All sensitive information is encrypted with the bcrypt algorithm, which is a
security standard and is GDPR-approved. Our databases are kept safe on our servers, and
can only be accessed on the private network - they’re not directly exposed to the internet.
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User account security
The user’s own account is often the weakest link. We help users protect their accounts, by
providing, and heavily recommend, the use of 2-factor authentication via. “Time-based
One-Time password”. Furthermore, our users are automatically notified via. email and an
app-notification when the user’s account has been logged in to from a new IP address
(different location / known device), telling them the location, time and IP of access. The user
can then terminate any sessions and remembered logins on any devices they have
accessed SimplyPrint on.

GDPR, privacy policy & third party information sharing
Cookies, GDPR & privacy is covered at our privacy policy here;
https://simplyprint.io/legal/en/privacy

Raspberry Pi’s & Wi-Fi

Background info; what are Raspberry Pi’s, and how do we use them?
The way the SimplyPrint platform is connected to a 3D printer, is usually through a
“Raspberry Pi”. This is a small computer, that is capable of connecting to the internet, run
our software, and communicate with the printer via. a USB connection.
For our software to be hooked on to a printer, a connection through something like a
Raspberry Pi is required. There are a multitude of alternatives to choose from, but the rule is;
if it is “Linux”-based (the OS on the machine) and has a “COM” port for USB serial
connection, SimplyPrint can be installed.
This section, however, will only focus on Raspberry Pi, as that is what our software is built
for, and how most use our software.

SimplyPrint is not affiliated with the Raspberry Pi organization (Raspberry Pi Foundation) in
any way, and we don’t act as a reseller or redistributor of their products. SimplyPrint uses a
Raspberry Pi like any computer software uses the machine’s operating system.
The SimplyPrint operating system, called SimplyPi is an extension of the official Raspberry
Pi OS, and all it does is automatically installing our software. The Raspberry Pi licence
privacy policy can be found here; https://www.raspberrypi.org/privacy/

Raspberry Pi security & privacy
The software we install on Raspberry Pi’s, is a “headless” version - this means there’s no
user interface of any kind; all you get is command-line interaction.
Upon installing our operating system (or any Raspberry Pi OS), a user called “pi” will be
made, which always has the simple password “raspberry”. This is standard, but the
password can be changed after the initial installation, to ensure the Raspberry Pi isn’t easy
to log in to.
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To make it to the point where you’re allowed to log in to the Raspberry Pi, the user either
needs to plug in a monitor and a keyboard to the Raspberry Pi, or connect to it via. the
“SSH” protocol, that allows for remote access - SSH is enabled and allowed by default, but
only within the network that the Raspberry Pi is connected to - if it isn’t on a network, access
through monitor and keyboard is the only way to enter the machine.

The Raspberry Pi doesn’t gather, store or share any sensitive data by itself, but the software
“OctoPrint” which SimplyPrint makes use of, has “Anonymous Usage Tracking” (read more
here), which tells the developers of OctoPrint basic things like;

● A rough estimate on location (based on the IP)
● Raspberry Pi uptime status
● Printer status; whether it’s printing, idle, paused etc.
● Version of Raspberry Pi and OctoPrint
● full list can be found here; https://tracking.octoprint.org/

The OctoPrint usage tracking can be disabled, but as they help the development, we
encourage having it enabled.

OctoPrint handles all the communication with the printer; SimplyPrint tells OctoPrint what to
tell the printer, and here, there’s another layer of security; you have to make a login, with
username and password, for OctoPrint as well. This is either done by the SimplyPrint team
upon connecting printers, or done by the client. This login, or the “API key” that the user is
given upon registration, is the only way to make OctoPrint send information to your printer -
so even with access to the Raspberry Pi, not SimplyPrint nor OctoPrint is directly exposed,
and doesn’t directly expose your printer.

Wi-Fi, ports and how the Raspberry Pi uses it
The Raspberry Pi, or any device that is meant to run SimplyPrint, has to be connected to the
internet to communicate with the SimplyPrint platform. This can either be done through a
wired connection, or via. Wi-Fi.
Raspberry Pi’s are usually most keen on using standard WPA2 networks, and will rarely
work with an “enterprise network”, that requires network name (SSID), as well as username
and password. Using a 2.4GHz connection is also recommended, as it doesn’t always work
with 5GHz. The Raspberry Pi can also function on an open, unsecure, network - but this is
highly discouraged, as it exposes the Raspberry Pi.

The way SimplyPrint makes use of the internet connection is simple; we connect the
Raspberry Pi to our servers via. regular web requests (same as when you’re on the network
with your own computer and go to a website) or through a “WebSocket” connection (a
continuous connection). This means that SimplyPrint doesn’t connect to the Raspberry Pi -
it’s the other way around, which typically means no network or firewall settings have to be
changed.
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The SimplyPrint servers, covered in detail earlier in the document, make use of the following
endpoints and ports, that the Raspberry Pi should be allowed to connect to;

● https://request.simplyprint.io:443
● https://ws.simplyprint.io:443
● https://testws.simplyprint.io:443
● https://api.simplyprint.io:433
● https://testapi.simplyprint.io:433

SimplyPrint is open to opening more ports, and limiting ports that can be used for the
organization.

For the Raspberry Pi to not be exposed on the network it’s connected to, SSH can be
disallowed in the Raspberry Pi settings if wished.

How to contact us
If you have any questions about our company’s privacy policy, security, the data we hold on
you, or you would like to exercise one of your data protection rights, please do not hesitate
to contact us at contact@simplyprint.io.
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